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MM EERZRBWDR AN —EKRSHES., LRABE AL Globelmposter. GandCrab.
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B, IREHBEIFS, RUEFEUTHIENXHEH, FSLEEH. BTHERSMESEL
B, BEKEETEHRARITHNHIRFEME, RIELEREELSX, HARSETH:
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Windows BE&



Payment will be raised on

5/16/2017 16:16:24

Time Left

Your files will be lost on

5/20/2017 16:16:24
Time Left

Contact Us

Globelmposter #%&
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Ooops, your files have been encrypted!

TEyERH T A MEE ? ST
o — BB REMERETT - Chinsse (raditior
BH - ER - XH BEE - B S - exeXHF 0 JLF Crech
SHEBINET - HIEFREERTH - Danish
EA— SR B AR LA o ImATTE R IR E S0 Filipino
(T B HRIMRERES  REETF R T hTRERERE SRS

German

Greek

ﬁ&ﬁﬁﬁﬁgyﬁ #gjjﬁii ? Indox_\esian

LAREANREA TS - RS IR ERS T REIRE - ST,

BSIR R S HHATIRE IS - Korean

B3R BURERRY » th A RETCERERAYT IR - Horwegi an

EEL Decrypt> M » BAILIGHTIRE — L8 MG > BLE

BRIREYT

ERERE LY  FENRSER-
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THRAF o Turki oh

ISR ZWITRER ST =X EHANSHIE - Vietnamese

TE  — T ILEZRRTE  BEIERERT -

W ST EIRR R HEEMFMIA  SEENERERE - BER -
Send $300 worth of bitcoin to this address:

bitcoin

prisrentre [1269YDPgwueZ9NyMgw519p7AABisjr6 SMw
Check Payment

2017 F£HIM, 2018 &£ 8 A 21 HiEL, ZHA 4 Globelmposter I RBESEH, WEHET
FERARZEESARSHNRSH, REEBEIENEMBRSB[/ESL, YHMRS R LEH
BAAIRHKHERS, SEXHRMNES I IRAEH, HEBIIZK RDP EFIRER

B, EXEABEE

¥UWRE: auchentoshan. ¥ & +4444

el

e RDP J&HY
o I HB {4
o IR

BEHE : BIRIE Wappdata% ¢ %localappdata%
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All your data has been ciphered!

The only way of recovering your files is to buy a unique decryptor.
A decryptor is fully automatical, all your data will be recovered within a few hours after it's installation.

For purchasing a decryptor contact us by email:
auchentoshan@protonmail.com

We assure full recovery after the payment.

To verify the possibility of the recovery of your files we can decipher 1 file for free.

Attach 1 file to the letter (no more than 3Mb). Indicate your personal ID on the letter:

65B8 E1 E1 A3 3C 38 CA 4D 30 CF EO C8 30 2F OF D2 60 64 9F DA B6 FD CB OE 68 39 6A 8A F5 EF 57 46 OE EF E9 C6 B3 5B CD BA 0C 1A 5C 41 7C 2E 76 CF DE 07 18
78 A107 1250 52 BO 3C BA 17 47 C2 BE CD 8C 2B CC CE 23 26 9C BF 89 47 10 42 02 75 BB 72 74 67 F4 03 4A BE 4E 83 B4 2A FF CF D8 55 CF 1D 85 C129 E6 63 DF
A4 EC A9 CAF6 CO 16 7A0155 7A 7B 90 D9 D3 E9 13 F3 25 CA 26 DA 19 92 D2 C6 C8 4F 5B A1 77 74 D5 A7 FC 83 2E 50 AB 32 83 2F CC AA 69 5A 14 D3 6D E4 56 41
56 FO 2E B2 D3 F9 27 99 0D 11 32 7D 30 8E C3 66 29 79 33 60 16 01 97 D1 C9 CD 0C 33 88 24 21 4C 13 C8 2E FD 64 12 A2 D4 9E 20 77 D1 38 61 55 F9 58 A5 35 E5 F6 E4
37 48 BC 0A 60 33 C1 19 BE 55 70 46 F7 D6 87 3F 46 88 D5 F1 1E FC FE 2E 1A 6C 82 22 E6 75 1F 8F 7E E8 AE OF 5C 5D 63 B1 BF 16 81 AC76EB.

In reply we will send you an deciphered file and an instruction for purchasing an automatical decryptor for all your files. After the payment we
will send you a decryptor and an instructions for protecting your computer from network vulnerabilities..

Attention!

Only auchentoshan@protonmail.com, can decipher all your files.

Launching of antivirus programs will not help.

Changing ciphered files will result in a loose of data.

Attempts of deciphering by yourself will result in a loose of data.

Decryptors of other users are unique and will not fit your files and use of those will result in a loose of data.

Crysis/Dharma %

-
2

REHIMAE 2016 &£, £ 2017 £ 5 BARBARLHZE, HERKT —KRE, B7F 2017
F 6 ARARUKEEN, REHEZRAFEEIIZIE RDP BHKEN AN, EAFAFHRK
SEFTRE, EMEENXGNERE N .java, BF CrySiS KA AES+RSA BWME A
X, REMRATLERE,

BRESZ: [(id] +$HEME+HBEER
e A X . RDP 1B

BiE: $1RFEAEE startup BR. AU ETE %windir%\System32. Startup BR.
%appdata% BX
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. All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail Helip@protonmail.com

|| Write this ID in the title of your message AA25CBA3

In case of no answer in 24 hours write us to theese e-mails: Helip@protonmail.com

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the decryption tool that wil decrypt all your files.

Before paying you can send us up to 1 file for free decryption. The total size of fles must be less than 1Mb (non archived), and files should not contain valuable information.

|

|

|

|

: Free decryption as guarantee

|

| (databases,backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click '‘Buy bitcoins', and select the seller by payment method and price.

m

GandCrab #%
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2018 FHEYEE, FEKNEZNARREAENH, NNFENNE, MELHINT
V1.0,V2.0,V2.1,V3.0,V4.0 %, BB XA Salsa20 A RSA-2048 B3E%d ST #1T M
B, HERXHFEE)N .GDCB. .GRAB. .KRAB 5 5-10 IMENFH, HERBRETHNEE
BEeBmAMEREEEBF, GandCrab5.1 ZHiIHRASTIfR%E, & GandCrab5.2 TEf#
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ERES: BINER
i Vi

® RDPIETK
o &M
o RPN
° EF ML
° RALHE

* BAAITRERBMER
° BHBRFAKRZEER
* F4%-MANUAL.txt
® [54%-DECRYPT.txt

"7 OYVSD-MANUAL txt - 252 - E=HEEl ]
MEHF) REB(E) BRO0) ZEV) EEIH)
F--=  GANDCR&B V5.2  =——-

UNDER NO CIRCUMSTANCES DO NOT DELETE THIS FILE, UNTIL ALL YOUR DATA IS RECOVERED

##44+4FAILING TO DO SO, WILL RESULT IN YOUR SYSTEM CORRUPTION, IF THERE ARE DECRYPTION ERRORSH::
Attention!
All your files, documents, photos, databases and other important files are encrypted and have the extension: .0YVSD

The only method of recovering files is to purchase an unique private key. Only we can give you this key and only we can rec

The server with your key is in a closed network TOR. You can get there by the following ways:

e

Dovmload Tor browser — https://www. torproject. org/

Install Tor browser
Open Tor Browser
Open link in TOR browser: http://gandcrabmfebmef. onion/b475af16722b£04d

Follow the instructions on this page

Lkl

< | m ’

Satan #1%

#WE (Satan) $HRFSEALEM 2017 £ 1 B9, Z#E#TT Windows&Linux WFEE
wi, E'-¥EHI§ZISI&$EJZIJJF SMBXHHERXEER N “evopro” o BRT&ET RDP 18
Wah, —AREE O =PEREE 3

EWE%:
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® evopro
® sick

feilEA

o XIEZERHF

e RDP B

e JBOSS R35IKH

® Tomcat R#%IKHA
e Weblogic A% iRE

......

2.

YFiE: ST evopro BN LERE, ENT AR

Some files have been encrypted

Please send 0.3 bit ceoins to my wallet address

If you paid, send the machine code to my email

I will give you key

If there ia no payment within three days,

we will no longer support decryption

Wie support decrypting the test file.

send three small than 3 MB files to the email addreas

HaXHFDSEE

#20. 3 MHRTFHEEE

RZE, 1CHEeEF L DAZRITHDEHF
TG A s mETEHEEL
MEE=FAREEM

BT BEERE

BAITHRRE M

E2x—ANF 3 MBEDIHREE

5 TR0 2os|AUsLC

g AL =28 0.3 HE s 2UTHR

O|0] X& ¥ FF %0 & U ONYE EUFLAR
W2t HolA HR ¥ss & 20/t

3 ¥ OlLo Xm0 £=245A YJeE

O o)y g= g XasHX| f&uUCt

HAE Mo o H&s XY

ole F40 3MB Cigkel Spel M ke 29dc

Sacrab #%

Scarab (ZRXR) BEXHKHT 2017 F 6 BERRN. ttE, BEZTMRANTEMEE~E
HEEN, RRITH—"NREZED Necurs EFME#HITH %, FH Visual CIEEHRS
mak, XWFHREBHF RDP IBREEA . EEHXNZANTMHHATHREZE, HMNEXWE—1
2017 £ 12 BERXRARIWEHM Scarabey, ENAARXRSHMTH AR, HFEECWEXHAE
KREBBLHFER,

BlE%:
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RFfiE: AR %appdata%\Roaming

Hello Friend!
All your files are encrypted...

Your personal identifier:
6A0200000000000034D9FBAD1591511680400802AFB42A2ADEFF624DD5EB633384A14A7ABEDS5E4F72FBFACSEBSE3DDDB875
4AE99C977B53DDB7AB1A6DBC93D4F596A1CABEESEEASE4A8B32B6A37DF2B7B389DACAC276D67A235B521EBSDESB073BBA795
276F04FB55FC378A9DD7CEF578869DF7AAE48CBBB5AB4E938E40019F625415BF979972A79F63DESEOB15BF77337D7EBC7B99
SEA9FCOEF311BD6FCBF52B2DA285513B9BBCC54366AD48EBDF01432F62DF2479AESE606D4034C90694EE4715D8240A7970BA
643E13690AA49DB195EE1F25DCOD6EE1152C5C6FECES001E89C297BFAS574597268104B938644076AC0C4AFC65FA3974BBC8C
C098310B59B45948358411544CC51C5FESE2BC4DCIOBFFFDC171440ABEA478A64866E7217E67C661B25D23DE82880321F2FD5
6FA1COCEOC4A99A106DED033193BE9679B86F13BB178FA00

For instructions for decrypting files, please write here:

crab1917@gmx.de
crab1917@protonmail.com

Be sure to include your identifier in the letter!

If you have not received an answer, write to me again!!

Matrix $1%&

BRIALZHREZN— MR, ZHRFSIEBEINCZEREHTRRZE, REEL
%ﬁWﬁET A@W%EE%E%%Mﬁkﬁﬁ%ﬁ,ﬁﬁﬂ@ﬁ@%t%ﬁ%%ﬁ%ﬂ
TRE, WRFREEHESETRRHAESTES, EIEBIRARTRITXHEENARX
%E%E,Nﬁﬁiﬁﬁﬁmﬁ,M%E%Y#%W%&Fﬁ%ﬁﬁ%?o

ElR%:
e _GRHAN
® PRCP
e SPCT
e _PEDANT
[ ]

e AL : RDP 1ZMK
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HOW TO RECOVER YOUR FILES INSTRUCTION

ATENTION!!!

We are realy sorry to inform you that ALL YOUR FILES WERE ENCRYPTED

by our automatic software, It became possible because of bad server security.
ATENTION!!!

Please don't worry, we can help you to RESTORE your server to original

state and decrypt all your files quickly and safely!

INFORMATION!!!

Files are not broken!!!

Files were encrypted with AES-128+RSA-2048 crypto algorithms.

There is no way to decrypt your files without unique decryption key and special software.
Your unique decryption key is securely stored on our server,

* Please note that all the atternpts to recover your files by yourself or using third party
tools will result only in Irrevocable loss of your data!

* Please note that you can recover files only with your unique decryption key, which
stored on our server.

HOW TO RECOVER FILES???
Please write us to the e-mail {write on English or use professional transiator):

rescom panvlS@qq.coml
rescompanyl9@yahoo.com
rescompanyl9@cock.li

You have to send your message on each of our 3 emails due to the fact that the
message may not reach their intended recipient for a variety of reasons!

STOP #$HZE

B Matrix #1ZREM, Stop PRBBEERE—ITZLEMHNPHRART, —REBEIHIREFH. HHEE
W{EHM RDP BRK#HTRE, EREFHREMEIBRBIZEKRD,

BWE%:
e TRO

e .djvu

® puma
® .pumas
® .pumax
e .djvuq
[

5 1E -

o HARRKIE appdata%\local<FEHl & >
o FIRESHMITITRIMES
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————— -- ALL YOUR FILES ARE ENCRYPTED -
Don't worry, you can return all your files!

A1l your files documents, photos, databases and other important are encrypted with strongest encryption and unique key.
The on1¥ method of recoverin? files is to purchase decrypt tool and unique key for you.

This software will decrypt all your encrypted files.

what guarantees do we give to you?

You can send one of your encrypted file from your PC and we decrypt it for free.

But we can decrypt only 1 file for free. File must not contain valuable information.

You can download video overview decrypt tool:

https://www. sendspace. com/file/1sg7f3

pon't try to use third-party decrypt tools because it will destroy your files.

‘Discount 50% available if you contact us first 72 hours.

To get this software you need write on our e-mail:
pdfhelp@india. com

Reserve e-mail address to contact us:
pdfhelpéfiremail.cc

Your personal ID:
02365e9RAIXXFIM7 0ZWmx7NL3bVRp691wA SNYBUCir0

< W

Paradise 2

Paradise #IXRZFHIME 2018 £ 7 B TH, RUMASHM— P EKELEM:
(_Vv.0.0.0.1{yourencrypter@protonmail.ch}.dp) B2IEXH#RBXRE, EE EIME
XN HERBER—THREDT:

LOAVETBEF) uymool sORy P

Your personal KEY
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VHEUQL YIWC T2 XA T OO T Cw i P 30w FUuCIVIRPAQEve Dua 4 4 T WOGRIAS / ovESURAZITEO T+ He alREqa IR I 02 aPpat
VOO0 Qoe TwR2O* R IDRLEDL4=Gel inl terfal I/ OO XANOComQU N Y SvI I 2VINS €2 waTas e ZOVELITIVOI/ O
PNV CLEDYPTOtDETYOTEOON] tAZ 1 SGITRSTPYYINY AL/ ol 10 Fe Vi cdan 1 Oy / EwiCe 204 -Matarok gt/ SN0Vna;
J0l0iImi THLUYISeQi S+ PIXAOIEAS rMu i A Y oMY d JOpNSTELSATELL Onbn 41 7 3 0papy 0 PVl PvQeliCoa YT 4 IV,
@y Qr PO AviEAT I PVIxXGs QP i anEuR I vUPOT JLve 5 3XP e/ POVLIULALVA 2 Tadmu a0y THOGOQc el 0oV NQV?
TE4/ PP RPEXLCXUIPTANVALA VAT OIVOUTr s Yeght I UTyCrpeul of JENE « 35+Q0 oMy UDnv £ INT €agladiiniin TOmspePp
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MmEEERRLEMAMA, RA7T Crysis/Dharma $#iREHEXEHETW:
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All your files have been encrypted!
W Paradise Ransomware

All your files have been encrypted duc to a security problem with your PC. Tf you want to restore them, write us to the e-mail admin@prt-decrypt.xyz
You PC id:
You have to pay for decrypten in Bteoins. The price depends on how fast you wite to us. After payment we will send you the dearyption tool that wil decrypt al your fles.

Free decryption as guarantee
* Pefore payment you can send us 1-3 fles for free decryption.
* Picase note that fies must NOT contan valuable information,
® The fie sze should not exceed 1MB.
® As evidence, we can deaypt one fie

How to obtain Bitcoins
The easiest way to buy btcons s LocalBtooms ste. You have to regster, dock Buy bitcons, and seledt the seler by payment method and price.
beps:ifiocabtcons net/buy btcons
Ako you can find other paces te buy Broons and begnners gude here:
D fost il fo on

Attention!
* Do not rename encrypted fles
* Do not try to decrypt your data using thrd party software, &£ may cause permanent data loss
® You are guaranteed Lo get the decryptor after payrent
* As evidence, we can decrypt one fie
* Do not attempt to use the anovrus or unnstal the program
® This wil lead to your data oss and unrecoverable
® Decoders of other users s not sukable to decrypt your fles - encrypton key & unique

BREODTHER

P RHE EIO) EFV) EEH)

All vour files have been encrypted contact us via the email
listed below.
e-mail: support@p—security.li or email: needheplcry@cock. 11

Paradise Ransomware team.

MEBEXHRER: XMHhB BIDFRHFER R} IFEGR

FiE: RRBEENESEKE Startup BehER

B o= MAHEE

MAAMRSERTHRAESRE? HRFSXH THMBESHAERIE: MBEZEEEING
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FHMZA “BRESF" o

NERFRENTEENBRARNTHER, BARTEEANRSTHAMNER, BASRERIRESE
BHRXHELEWMEBTREBITF, FEXNABREAEMEXH, U, FRFFSEHEKX
AF—RRAESHNHEBGE, MRRSFLMTUTHILE, RAEZRTHERS
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RENREREFFE.

B, SUSRELMTENRR.. EFLETFUARE, HFE 100% BERRSFERT
#}RmE, LETJEREE DDoS WEXRF THMUHEESFFEAME, FIl, EFEBELESU
TR SR F B o

B gy S i 482 22 oY
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TEHNERZRRAHRFRSE, I MHEENIRELREZTUNTIER,

Ooops, your files have been encrypted!

English

ROVERBRE T AR ? L —
IR — L E B IR EE T - Chinese (traditior
BEH - ER - R S A - exeHE 0 J1F crem
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A TR B AR LARE - A TIER B8R E ST Filipine
(RAF - IBERNRERS - HEEX SR T T EEMRE Xt finnish
5/16/2017 16:16:24 = ﬁ&ﬁﬁﬁﬁ@j{ﬁﬁﬂﬁﬁi 9 (EEEE:Sim
Time Left LARE AR TS - RESRITHIMRBES A RERE - ST,
SRt s e B MM E RS - Korean
B3 SRy - th T SETIRRIA IR - Ferwegian
EaE <Decrypt> IFH - MALILBRIE — L3y - EEHG - TR
- . gﬁﬁﬁ% @ Romapian
Your files will be lost on EFRERE LI EEf SR - gusnan

S1202017 16:16:24 2T HTLUEE S BT - REWEGT - LATE RS
THEAF - Turkizh
Time Lof RBITSEZ MBS T SERAHAEE - Hstnines
RN 5 I PR TR R AGBIER T -
BT ETE  HEENEERNROBA - REERERINE - EER -

Payment will be raised on

. . Send $300 worth of bitcoin to this address:
About bitcoin b'tco'n

Weaaardnald [12t9YDPgwueZ9NyMgw519p7AABisjré SMw
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% YOUR FILES ARE ENCRYPTED! #

1 TO DECRYPT, FOLLOW THE INSTRUCTIONS BELOW. |

wr persond 1D (ook &t the baginning of this document), Send me tis

ur detn

WWW aHgtarike.com )

HelipBprotonmaillcom o & e e s
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f All your files have been encrypted!

| Al your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail Helip@protonmail.com
J Write this ID in the title of your message AA25CBA3
In case of no answer in 24 hours write us to theese e-mails: Helip@protonmail.com

You have to pay for decryption n Bicons. The price depends on how fast you write to us. After payment we wil send you the decryption tool that wil decrypt al your fles.

Free decryption as guarantee
Before payng you can send us up to 1 fie for free dearyption. The total sze of fies must be less than 1Mb (non archied), and fles should not contan valuable nformation.
(databases, backups, karge excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy btcons s LocalBtcons ste. You have to regster, cdick ‘Buy btcons’, and select the seller by paymi= -»¢2ad aw! e,
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